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ME&E

56bit B ERHITINE,
- AES (Advanced Encryption Standard, SZRINZ4RAE) @ AES 128/192/256 &R
EREEN 128/192/256 bit KEERHITINE,

NMATF IKE 2IENINIERE, BHSITUTRIEREE:
- MD5: Message Digest Algorithm, EEREEL, S—EHEFE 128bit FEHE
EEMINIEE A WE, PBIERREN.
— SHA1: Secure Hash Algorithm, LZ2BIIEE, W—EHEF4E 160bit BE 2
E, Lt MD5 B,

=74 BRI =E, TE 5SS RS 5, B 108 2.
&EFF IPSec SA

HATIH: E52iEHzE Web BI2T1HG, Riff T8%) > VPN RS > TIPSec 5% .

IPSec BB IR ETHEERS, WA IPSec FIIRFEZE IPSec SA,
IPSecHlzE ®
EiR SPI pa10)] [ESErET B L2 AHEIEESE ESPRSIESSE ESPINEBEZ
SRR
FTRRIR Wl
B IPSec FEEZR,
SPI IPSec B¥iEAY SPI (Security Parameter Index, &2 Z%35]) , H IKE BE1EELE.

SAREME (in: fA; out: FRH)

75 BT IPSec SA 28k, FTAH IPSec BIBINEN G, BEBESA—XBHREE
in 1 out B9 IPSec SA,
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FRRRIA iR
R EMin IPSec & FimaY R Kbk,
IR IPSec B EMImHIA R EE

SR BERNZENIN.

ZEN

— ESP(Encapsulating Security Payload, $FEZ2HE): EiHXIHABEEREHZN

WENENMIREHTNE, B RERFZBNEREARIERXAITTE N
Bt (ZMNAESWKRT P ERR 2, ®REMRY) .

AH(Authentication Header, ®£5IEEN): ZMNESN BN EHIERSEHNE, B1F
SNER 1P 33k, AEIEFITING, BHEEEEERRIRETHIERENR, NZHIES
SWER.

AH EIIFEE

LEMICN AH RS, SHRTREERRIIERA,

ESP BIEEE LEMIN ESP IY, HBIREERIIEEE.
ESP & E % S ESP Y, ZHRIREERNMEEE.

11.4.6 IPSec VPN fig & x4

AFTR

RSO RS ERBESHETNERE, HRINEANEREN., 7 ASIRTHE
BASINMBENER, W, WEHEE. A2 OAL ERP R4, CRM R4, I

AR

2 AIRHESYEIT IPSec 88, LI minMPZ2ERNZ 2B R RSB ENEE

BRI HE 1 BBEELE, BEAERMT:
- 37 IPSec BxERYIEO N WANT,
- WANT IP b9 202.105.11.22,
- BIEmMWKRN 192.168.0.0/24,

RIREHES 2 HEETH A S, ERERUMT:
- ¥1I IPSec BXERVIZO N WANT,
- WANT1 IP HtitR 202.105.88.77,
- BEMNER 192.168.1.0/24,
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{Ri% 2 IEH=3#1T IPSec HEIZAY, ARLIESMHIIFIHZEAN UmXmLOUK,

#7A5) el
HER
BEEEE e 20 L VPSS WAN
LAN
BB,
o :EDDDDDDDD

SR,

B BER

..................................

BB IR 1 )
|é?&%

REIRER, IRFERE IPSec EENBRIAL, BRI 2 SBARMNRESH L

—. ECERRHE 1

ERFEEZE 189 Web EIET1HE, #A TE%] > VPN RS > TIPSec) TimE, =iEEiEEN,
BLBUT IPSec, SHIRBEESZE,
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EhiZIPSec
IPSec OF= FH
WANC WANT v
HEET EEET o
EEER IPSec_1
HrEEL TEEEL ~
EEEhIN ESP s
TR 202.105.88.77
it P R /TS 192.168.0.0/24 O
TP R ER /S 192.168.1.0/24 O
EfHEAT =FEipl=] ~
AIEA T HE==HAT
REE=S UmXmL9UK
DPD#E = v
DPDA& IS 10 # QO
B 28 1 89 IPSec /RINSERK, WTER.
IPSec
BiERS WAN[ RBiEER g REEHN imsRP bk Er v BE
T WAN1 IPSec_1 RS ESP 202.105.88.77 ORE  Z%E OFRA O BB
Z. EcERHEE2

ERFEEZE 289 Web E12T1HE, #A TE%] > VPN RS > TPSec) TimE, =i,
BLBU T IPSec, SHIRBEESZE,
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WAN[C

HEHETL

1o | B T2 e

praro | B 2

ZfHEA

DP D4 EER

® F=
WAN1
BEE
IPSec 1
PEEEL
ESP
202.105.11.22
192.168.1.0/24
192.168.0.0/24
Szt

=

H=EHAT

ful

UmXmL9UK

s

10

i

23 2 B9 IPSec inNsert, W TFER,

IPSec
BERE wANO
FiEE WAN1

5

Krtfc &

BBE SR

IPSec_1

HEEA

BEEHHY

BEET ESP

Q@

imsaP it

202.105.11.22

HE BE

E=A

BHRA: V1.0

ZwE OFA O Hk

BN IPSec SR, FHIA T IPSec SA, Rk IPSec BBRIIMI, ZfE, DASMZERY
RIFMAILABE BN LA HNBEM R T,

IPSec’llz&

&
1PSec_1

1PSec_1

SPI po1c]
3473667327 out

3259173032 in

BiEES
202.105.11.22

202.105.11.22

-->202.105.88.77

<--202.105.88.77

BER
192.168.10.0/24-->192.168.1.0/24

192.168.10.0/24 <-- 192.168.1.0/24
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11.5 IPv6

11.5.1 #A

IPv6 (Internet Protocol Version 6, HEXMMYEE 6 iR) 2MEEMNAE _RinENMY, BT IPv4
BOFRAR, BRRTIFZYE] IPvA bt = 8% AR E 24k,

IPv6 itk

IPv6 B AREN 128 ths, BE DR 8 A, BAHN 4 T #HHHMNTR, SEA T #HHHNERE
SR, —1 IPv6 it RTAZD AN N ER 7 -

- WEEIS: n b4y, BE5T IPva eI 4 D,
- EOMIR: 128-n tb4F, BT IPv4 it REIEAL ID,

BT
= DHCPV6

IPv6 7S ENBCE MY DHCPv6 (Dynamic Host Configuration Protocol for IPv6), BFBIAE
IPv6 it BSNECE Y. DHCPVE BRS583RI AL F AN E IPv6 it/ BIRFAEMWNEE &S,

= SLAAC

IPv6 B9 R —FsnSENBECE HIX SLAAC (Stateless address autoconfiguration), & F iR
WEmEEMY. EVEIEBES (RA) ANBsIAR IPv6 tthilt /i AEMNEEE S,

245



BRARA: V1.0
11.5.2 9NN

BENTE: ExEEHE Web BETNHG, /il T8%1 > TIPv6y > THNK,

EXE, ErIUERENN WAN O8] IPv6 HIIHES . FEH28 WAN C3Z35mAR 1Pve it SRER S0, 15
RIE LRz ERVEC B EIIERENS I,

LIES o pris

FRISEN LAN OB B/ IP it EE 5k DHCPV6. SLAAC
& DHCPv6+SLAAC

EREEANZIZERRE, BCERRMIS IPv6 WSNET HikE
MK =-H1 58 & Z2 A3

ERRENNEZICTERIRE, BERREHEF LN
FRREARDE 1P ik

LRREHRACERRE, BEEFRHT —ARTEMNE o0
7 IPVG ittt 5% IP itk FRUGES. ERARIX. DNS BRZS%

-

[SHON

Dﬁg%

R WAN OB EZEEME, BRERGSHTRE IPv6 BENERS . IRAHE, BESENNETEFKA,

BxEcE

BnfBcE, B WAN O@1d DHCPv6 3§ SLAAC A= BEh3RE IPv6 Hitik FR(EE . WAN O IPv6 %
BB, B EAM “ERRES BREER IPve BWIRS., TERENESE,

E T

WWANT

miEhns ]
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SRR
HRRRIR AR
RS FE/ AR WAN 89 IPve Thae.
IPve HINHREN AT, BRI EMERE.
3R WAN [O5KEY DNS BRE2:2hteg /5 =K.
. ) - BEfE: ®@id DHCPv6 5 SLAAC A ENEEY DNS RS 231
DNS SREN A = ot
e E )
- FERE: FEEA DNS R 23,
BN IETAR IPv6 DNS BRSS 2841E,
B DNS
-5
% DNS
MERABF— DNS i, “&F DNS" A IARIE,
YpIRERE SFM WAN O HFipIERRAN THER
R WAN CRSEIZIRE,
- BB AR WAN OBEME, HEL5KE IPve iiHER,
BRRIATS - BW. BHSREEED FEMEIRE,
- REE: REBRIEEAN, BRENSERRS. BRERIRE
A WEN AN LT ER .
PEZE-SNTN B AT SR WAN OIS —RELINEN IPV6 MR,
IPv6 ik IR WAN 8 IPv6 £k sttt
FWEIREKE IPv6 Mt AORR L& BT ER I 5N
FRIA SR WAN R IPv6 < il ,
Bk DNS

TR WAN ORIE %/ A IPv6 DNS RSS2,
%A DNS
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FoNRE, FHRMANZITEFRER IPV6 ihiER EW,

Hh
WAN1
Hes = ] T
PuEhE ST FingE s
PwEishr e
AR
ProGEA
itk
DNSEERIFR: RS
EiEDN BELLRE
BEEDNS
HHDN ki .
SRR
FRERIR il
RS TR/ KA R WAN CO8Y IPv6 IHEE,
IPv6 HHEREN AT IBIREFEFENIRE.
IPv6 titik BRWAMBTERRMEN IPv6 £IK BRI,
IPv6 FRIARI X EMAMBTEBRMN IPv6 Wxibit,
B IR WAN CI3REX IPv6 DNS AR 28ttt 75K,
DNS 3REXS
NXFFFgE”, B, FoIHA IPv6 DNS fRsse3itilt,
. TBHINIERRRY IPv6 DNS BRZS831thit,
Hi% DNS
Q- mx
% DNS
WMRRE— DNS thhit, “&F DNS"AJIARIE,
Y ERESES XM WAN O HBIHGERMR TR,
PEAZEXS R WAN CR9EIRIRTS
- B IREEE WAN OBEME, HELRIRRE IPve HlllER.
SEUAS RS - B, BEREEE AMEIRE,
- ORER: REERIEERRN, BRENEGERRS. BMERIRE
FEWENHNEIZER,
BXIAT < XM WAN O Sl —)RERIDEEN IPV6 BRI,
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HRRRIR Lz
IPv6 btk IFRZ WAN O IPv6 £k gttt
FETEIKE IPv6 itk AY R ZE B SR AIER
ZRIAR TR WAN R IPv6 [ 5< ittt ,
BEi% DNS
I WAN ORI E R/ & A IPv6 DNS BR&S a3t
%M DNS

11.5.3 FEW

HATIH: E52iEHz: Web BI2T1EG, R T8%) > 1IPv6) > THEIN,
X, A B EXI I VLAN 32O/ IPv6 HiHE S, T BENA Z 8 =M NIEN T H RS LM,
VLAN 2 O2RAXH IPv6 IhEE, FFEE, W TFET.

31217

VLANZED] VLAN_Default

W o FE Fid

IPvEHRHREET =, SRS

RSB --SFIEEE--

IPvEiEHHETER /

IPviitEiE

bbb B A=

HitE® 3200 L0
= e 6400 £

i
B
[
&

&

mt
4
(]
=
[F5]
=l
L
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SRR
AT
VLAN 0

BN

IPv6 it SRER S =0

GIE ReE2 s

IPv6 it B4R

IPv6 it

it E S

Friathit

ZER At

Bik%aw

Bt DNS

#HA DNS
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5EE
B E IPv6 THEERY VLAN &,
T2 /%1% VLAN 089 IPv6 THEE

VLAN #Z3RER 1P #hhta9 5=,

- BffEE: VLAN EZOR IPve ihitrISn RIS UIRR 07 FriksRa WAN O B3R
EY, I1Pv6 Hisik N EH 3% B 23 AR B AT B B X

- FHfcE: FNSE VLANZEOR P tlF74E . A IPve it Lisht S i S
ﬁo
VLAN #ZO#9 IPv6 HiIERTEEFIZ WAN M ERI&ELLFREN, “IPv6 HlESRER AR B
iR IS ERRILIN,
VLAN 32089 IPv6 HtFRTZS,

VLAN &5 EE87 IPv6 ik,

BHZREBEMNE P imo i 1Pve HItERY .

- DHCPv6: EFirE M DHCPV6 fRSS233RENE AT IPv6 HILHE R, B4E DNS AR

- SLAAC: EFim@EdEmBEs (RA) ANBNEM IPv6 HIHER, €1 IPv6 it
tiE. DNS fRZ528%.

~ SLAAC+DHCPV6: EFimEIIREEE (RA) HINEER IPv6 HitlE, M
DHCPV6 RSS2 3REXEMhIHER, 20 DNS fRS5255 .

DHCPV6 RS 23 pI D BCHY IPV6 it HbdSEE,
it S E A DHCPYE I EER B IR,

IPv6 it FREHARAE R A, WREFIREEIEE G FENEARKEIRHBS
(RA) , MI&¥Z IPve httEIE, RNE{ER1Z IPv6 IR FTA0EE, (BIZIRBRYMbIE
F91Z IPv6 iR,

IPv6 HtE FE(EHARRAI B RN EanHA . EIHA/E1Z IPv6 thhbiE IR, WRFCRthtt, WrFFT

~
SERAE TSI E /& B DNS BRESSE IP Hoti,
| /| ST

NTERFEMISEEEBIEE LN, BESUNRREXNAELE DNS 21EAY DNS RS 2550
DNS 1{I2RY IP Hidit,
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12 RATH

RERXENNREEES S, MERTRITAIEEARMNEEINEE, NEES . ARMRATmEILI
B IFIER IR EES, BUSER™mAY Web EIRTUENE,

12.1 ZRGiHT|E]

HENTIE: Ex2EHes Web BIETTEHE, Ri&i TTR) > TRGHTE,

FERXE, BrIORERHRIARZIE,

NTRIEBHBZETHENINEEREN, FTERREHFORTIT EEMR, BHAIISIT S MEE(E
EZMFNZE ARG EMMITEIRER, BIAR SMEEELS,

12.1.1 5N E)ED

ERLLA I, RENEEMES BN ENNERSSE . REEHERMINERD BN HEE B iR
BEERGE, THEEMRE.

REFTHERIFT—TIE, BrINEERBE0ZERINEZ SRR,

ALETE

SHIET[E] 2024-09-12 10:52:10

s B w SEEHER:SE Fafig 8 R SE

[EH 4 14 B

IBIERE (GMT+08:00) db=, EF, 2

Ex

SR

PRI Ltz

=L AN RS E,

RERE HHBRAZSNEMEE LN, WESMERERY,
B4 EEA & 28 [ B EA_E AR 8] AR S5 2840 R TR (B RO AT (8] B FR .
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AR BihA
WX RIS 2% S R0AT A X AOATOERT X,

12.1.2 FINMKE RGN E]

FRLAXN, BARSRERE, BEHFEEMIERSNE, RE"FNRERZNEN, TEHE
RO X S LN T EIFf R

RESTTHERFT—TNE, BRI NEERAIN SR EE SR /ER,

R L8]

=[enlagl 2024-08-12 10:52:54

A EE 5mMErERF @) FENLEFRFRE
H¥HET 8] 2024-08-12 10:51:48 [BEz=EE=T 1]
IEERE (GMT+08:00) JbE, =R, %

SR
FRRALI TiEA
SR BRI HRIRARSNE,
R ER(E BHSAZNEZELR, EEFNRERSNE,
QR Rl OREERNE, BRINRE BESRIEmATE S EEEIREHSA B MAY R
J: NI
B[RS RIS
X R IR RS S RIFATE I KA RS X,
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12.2 HFETH

12.2.1 Ping

Ping AT 12N ERERIEFEERE.

HEANTUH: ExFEMZE Web BIETHSE, _ift TRy > THIEIAR,

AXE, BAI LA Ping TEMIMINE E B EBRRE.
FRIREMXNEAHZEE QQEM (www.qg.com) RIFEERE T8,
H 4T Ping:

1. EFEF|EEHMz Web B1201mE, mE (TR > THETER)

2. ﬁ*%“lﬁ”ﬁgﬂping”o
3. IEEFUEHREREO, ABIRWANTT,
4. NBM P HhhtsisE, A5 “www.qg.com”,
5. IRE ping RIZNEIEERITEL, 217107,
6. IRE ping KIXNEIEEAIAR/N, 2071007,
. ol
HHETH
TE Ping
HOEE WANT
|PHEEERE = WwWWw.gq.com
Bang 10 O
p=n= vl 100 @)
-
SR
IR TiER
e mpvizs EEEES ANEO,
P 3i41E By 5 & ZMAIER 1Ptk s &,
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FREATR ieA
REHE ping RIZEHIEIREHI DI,
p-22pNIN ping BERIEIREEIAN,

ME, PMEREERENE M5, W TER.

BHER

ERARA: V1.0

12.2.2 Tracert

Tracert BTN EHEE MEE 285 EAREN PRI REE .

HEATUH: SxFEMZE Web BTG, _ift TTHR) > THIEIA,

AXE, BB Tracert T EAQMEIE S RA BAntit Fr S FOBEH .
FIEEMKNEAHZEE QQ EM (www.qg.com) PRI RIESH,

HAT Tracert:

1. ExRIEHZE Web EIETIE, Rt TTHI > THETH, .
2. EE“TH"N"Tracert”,

3. IEERUBHREREO, ABIRWANTT,

4. BABR P HntsEE, %5109 “www.gg.com”,

5
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HHETH
TE Tracert
HOEE WAMNT
IPHENE S WwWw.qg.com
=R
SRR
FRREIT AR
O EESELANEO,
IP it sFiE & EHMER 1P HittsiigE,

ME, PMEREERERE M5, W TERG,

ZHER
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12.2.3 MEITHR

MBIR, FINENEHEENEIERETEER FREHRDT.

EHANTIE: EFFEHE Web B TTEE, /it TTR) > THEIAR.

X8, ErEEME TAENE—ZOSENEIREIHTME,

BIREEIRIS S LANA ORFTEREUEUEE, LANA O IP #ihEHR 192.168.0.250, & F VLAN_Default,
RATHIE :

1. ExEEHzE Web E1201H, =i TTR) > THETA, .

2. BE‘TRA"AMBIR,

3. GERZE&EIREUEN VLAN 0O, AFIH “VLAN_Default”,

4. BN LANA O 1P sk, Z<f519192.168.0.2507,
5

6

EEREIEICERL, BN ALLT,

HIEIR

TR meETs

EO VLAN_Default

I8 IPEEMACHHE 192.168.0.250 AEMEFTE hht
Eig ALL

7. ediEd, JREFERGDES
8. mEiEN. pcap KM THEIAMEBMN, FIUBIMEHMHEG (WireShark) HTHES.

HEETR

IR MmaIR

#0 VLAN_Default

BxIPsEMACHEDE 192.168.0.250 S BT tht
s ALL

ZEER

=
—— )
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AR

BHIREUEN VLAN 20,

BOEEMIREN IP 3 MAC Hitlt, HZERAIMEN VLAN FAE#EONETERX .
'\@" R=’R=

SNRFTIEAY 1P hiital MAC MLt FE B R ARZE, HAEMKEN VLANEZEOT, WA
SEIREIR,

BURTHINEERL, ALL RRE3EICMP, TCP, UDP F ARP Ifh Y,

- ICMP: Internet Control Message Protocol, Bl Internet I=#IIRX Y, BF7E IP
FH. BARZEEERFES, SENEERNE. FNEEX. BHESAA
%,

- TCP: Transmission Control Protocol, BIEIEHEZRBEMN, B =XIBEFE
IER, BNEMNERRERE, ReEATIREIH0EIR, W Telnet, FTP,

- UDP: User Datagram Protocol, BIFRF#IERMIY. UDP £#iE8H#E B MR OFR
WOEE, BRAEEEE, I #EL1X. {F/H UDP MRS EHE DNS.
SNMP %,

— ARP: Address Resolution Protocol, BIitttEEATiMY, ERIE IP ik SREN) IR
1k — TCP/IP thiX,
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12.2.4 AP tFE12HT

HATIH: =52 Hzs Web BI2T1HEG, =it /TA) > MHEIA],

X8, ErIBAAT AP EEEI21T, 1RHE AP B9 MAC it EE AP IER, BIETELIER. IP Hl.
P& AP D4,

AT AP iR F= oM :

FIREXNNEHE— AP (Rizihily D8:38:0D:99:88B:B0) #H1TI2HT,
1. EFIEMEZE Web BIETIE, Rili TTR) > THEIA, .

2. IREFTHAAPHIRISHT .

3. HIAZEIZHTRY AP AY MAC HiliE, 7545109 “D8:38:0D:99:8B:B0",

4

Hs TR

T8 APEEESET

AP MACHERE [3:38:00:99:88:B0

%A

WEAZ, ERBEERETARYE, WTFER,

EEER
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12.2.5 REoH

HEANTTH: ExEEKMEE Web BIETAESE, <t TR > THETIA,

AXE, WAIDRITRAH, BEEASMBHREINRSER.
HATRA DU

1. EFFEEMZE Web BIETIH, Kif TTHE) > THETIR, .
2. EER‘THR"RN“BRE2ET,

)

HE TR

TE EHrSER

%A

WERZ, ERBEERE FARE, UMRNRAINEEESZER, NTER,

BEER
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12.2.6 &ZOEBR

HEANTTH: ExEEKMEE Web BIETAESE, <t TR > THETIA,

AXE, BrNEFREEROER, SFYEEO. FE0. BERZO. VLAN EEUE0. FHE0M
VLAN EHUEOEEIEE VLAN #ZEOARL, 1B VLAN Jy 1 BEARLERL VLAN BHUED; BEEEOEeIE
Wi-Fi BTAE R

PATH R

1. BRIEHZE Web BIETIHE, mifi TTR) > THETA, .

2. ®EEFE TR AEOEGR".

3wty

HFsTH

%A

MERZ, ERBEERE FARE, UMRNRAINEEESZER, WTER,

2SR

260



ERARA: V1.0

12.3 E IL;\I:I:llL,\

i&)\ﬁﬁ %%ZEHJE%BH%% Web %IEDTEE, /\\\I:-E FIEJ > rEILJ\I:PILI\Jo

E , /I/_J:\\__]-L/{EEEQEDD \aiﬁl‘]alu\ l:l/l_/\o

H& @@Bi?%ﬁ%ﬁq%éﬁ HE. #EAEMETHE. ZZDEIM%EE&IIE, AN BEAZENEEE l:l/u\
FHATEHEE,

12.3.1 RHZHE

AREABICRASIGITHEXAARER, W1 DHCP HE. $hSHE%E, Kii MIEEFEEN HSLEE)
AEE.

RAEEE @
T LT e ET TP EPETTEPEPETPTPETETLE .

SWEE 1 AHAS i 2024-08-31 2024-08-31

F= ELRE L HEARE EBEE INHERR
2024-08-31 10:32:38 Sync time success! system system

2 2024-08-31 10:23:42 Sync time success! system system
3 2024-08-31 10:02:31 3322ip register failed. system warn
4 2024-08-31 10:00:46 connect to 3322ip host success. system war
5 2024-08-31 10:00:29 wanl up system system
6 2024-08-31 10:00:29 Get ip success system warn
7 2024-08-31 10:00:27 LCF down system wan
a8 2024-08-31 10:00:27 wanl down system system
9 2024-08-31 09:23:31 Sync time success! system system
10 2024-08-31 08:38:59 Sync time success! system system

H IR AT 8] AR R 23 A R TR (B 06, bR B S ICRET [B)ER, 1570EMIR & KSR FRTE,
PIABI A ZEAY [B) TTE OB RS R Z8R R AT 18]
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12.3.2 #BEBE

RFOBICRAP N EHSHTRORME, NERAS. REXES. R MIAEEREEN BEEEENF]
E%O

REAS ®@
LHSH ERIEE 2024-08-31 2024-08-31
FS AENTE L HIEE THEERER
1 2024-08-31 10:32:37 192.168.0.67 login webserver success. admin login
b 2024-08-31 09:23:31 192.168.0.67 login webserver success. admin login
3 2024-08-31 08:38:59 192.168.0.67 login webserver success. admin login

ISR AT B DARS FH SR R TR (B0, NHRIR B ISR AT B, 1B ERIR B R HZRH R T8,
PIAEI A ZAY [B) TTE RO R ZRRO R AT 18]
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